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RNDICC ∈R {0, 1}64

←−−
RNDICC

−−−−−−−−−−−−−
RNDIFD ∈R {0, 1}64

KIFD ∈R {0, 1}128

X := RNDIFD||RNDICC ||KIFD

EIFD := EKENC
(X)

MIFD := MACKMAC
(EIFD)

−
A := EIFD||MIFD

−−−−−−−−−−−−−−−→ ÄÎ�'�Fvb� É x��N~�ÂÖ���FvW�Á�Z� EIFD||MIFD

KICC ∈R {0, 1}128

Y := RNDICC ||RNDIFD||KICC

EICC := EKENC
(Y )

MICC := MACKMAC
(EICC)

KSSeed = KIFD ⊕KICC

←−
B := EICC ||MICC

−−−−−−−−−−−−−−−ÄÎ�'�Xvb� É x��N~�ÂÖ���XvW���Z� EICC ||MICC

KSSeed = KIFD ⊕KICC
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 �Qè�é�æ �Qè�ä ñÎegRáUcEHsDYdBjK�iÛCFG_\6VFe�R�CXRNB_mQRTC^VXGàVXegR�VXBDs
EhUJB�
)GDLgV
'(!Jmgò UWVXCFG_YgsDRNC � $���VFe�BDY VFegR�KZG�BDm1\^GQmQL�KHBjVFEHGDYáUFEZs_Y�BjK �%egEhM'e�EhU%L�UFRNm�iÛGDC?M�GD\�\ÖLgYgEZ`
MTB�VXEZG_YàG_YáVXegR 
�BDM'] �ÎBjC'mgU×M'e�BjYgY�RTK�õªñÎe�RTCXR�iÛGDCXRDOªEZV!EHUS\�G_CFR�mQE��JMTLgKZV�VFG G�
�UFRTCXîDRÖVFe�R
mgB�V'BÔUcRNY_V iÛCFG_\�VXegR ðáa#ñ%A �FI%I VXe�BjYÅVXegR mgBjVXB �%egEhM'eÅVFe�R CXRNBDmgRTCÚUFRTY�mgUÚVFG�EZVNO

dR�MTBjLdUcR1VFegR \�GDCXR í)G ��RTCFiÛLgK%UcEHsDY�BDK�iÛCXGD\ VXegR CFR�BDmQRNC^UFLgígí�CFR�UFUFRNU�VFegR���RNBD]3UFEHsDY�BDK
sDRTY�RTC'B�VFR�m�
pïÚVXegR!ðáa#ñ%A �FI%I?õ
noUSVXegRJVXBDs�L�UFRNU '(& '�]
	/qJKHG_BDm
\�GQmQLgKhB�VXEZG_Y�O¬VFe�R UcEHsDYdBjKlsDRNYgRTC'B�VXRNm 
pïáVXegRJVXBDs

EHU^ígKhBDMTRNm�EHY UFEhmQR�` 
�BjYdmgU^Gji/VXegR�MNBjCXCFEHRTC�iÛCFR ��LgRTY�MTïÔsDRNYgRTC'B�VXRNm 
pï3VFe�R1CXRNB_mQRTC�õ>ñÎe�R
CFR�UcLgKZVFEHYgs�iÛCXR���LgRNY�M�ï MNBjL�UFRNm 
pïÚVXegEhU%KZG�BDm�\�GQmQLgKhB�VFEHGDY EhU 
���õ �(#Öð 	/q
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frequency [Mhz]

Power

14,412,7

13,56

����� À��gÀ ��Ãª}¶Ä�Í��D�ÁÇ�~��NÆ�Í�� É �'�XxbvW�_�

n UFEZ\�ígKHR�R�B�îDRNUXmQCXGDígí�EZYgsJBDígígCXG_BDM'e EhU/VXG1UFR�V×LgíàBDYáBjY�VFRNYgY�BJiÛG_C/VXegR�iÛCXR���LgRNY�M�ï

��gõ ��#�ð 	oqDõ�ó�GDC!UFL�M'eÔBjY3BjY�VFRNYgY�B�BDYàEH\�ídG_CcV'BjY�V!í�BjC'Bj\�RTVFRTCSEhUSVFe�RÚs_BDEZYàVFe�BjV�mQR�`
UFMTCFE 
dR�U�egG �Å\ÖL�M'eJídG ��RTC�VFegR×BjY�VFRNYgY�B�CXRNMTRTEHîDR�UlEZYÚVFegR?\�BDEZY1mQEZCXRNM�VFEHGDYÚMTGD\�í�BjCXRNmÖVXG
VFegR�í)G �fRNC �%egEhM'e1EhU%CXRNM�RNEZî_RNm 
pï B�CFRTiÛRTCXRTY�MTR×BDY�VFRTY�Y�BÖiÛGDC%VXegR�GDí)RTC'B�VXEZYgsÖiÛCXR���LgRTYdM�ïDõ
ógGDC%R�B�îDR�UFmQCXGDí�ígEZY�s�ígLgCXí)G_UFRNUNOQGDYgR ��GDLgKhm1L�UcR!BDY�BDY�VFRTY�Y�B �%E�VXe�BÖe�EZs_e�s�BjEHY�O �%egEhM'e
CFR�UcLgKZVXU�EZYJBSegEHsDegKHï�mQEHCXRNM5VXEZG_Y�BjKdM'e�BjC'BDM�VFRTCXEhUWVXEHMDõ�ó�LgCFVFegRNCNO�VXG�EZYdM�CXRNBDUFRfVFegRomgEHUcVXBDY�M�RÎiÛG_C
G�
�UFRTCXîpEZYgsáVFegR a/ó��WA M�GD\�\ÖLgYgEhMTB�VXEZG_Y�BjY�BDmgmQEZVFEHGDYdBjKfBD\�ígKZE���RNC�VXG
UcVFCXRTYgsDVFegRNYÔVFe�R
CFR�M�RTEHîDR�m UFEZs_Y�BjK¬EhU%L�UFR�iÛL�K¶õ
noU 
)GjVXe�UcEHsDY�BDKHU �ÛiÛCFG_\ ðáa#ñ%A �FI%I BDY�m iÛCFG_\ VFe�R�CFR�BDmQRNC 	^BjCXRáUFEZs_Y�BjKhU �%E�VXe

VFegR�
�B_UcR1iÛCFR ��LgRTY�MTï 
���õ �(# ð 	oq�VFegR�UXBj\�R�BDY�VFRTY�Y�BàUFR�VXLgíÅMTBjY 
dR�LdUcR�mÔiÛGDC 
)GjVXe
mQEZCXRNM�VFEHGDY�UNO�UFGáVXe�B�V^GDYgKHï3GDYgR1BjY�VFRNYgY�BáEhUÖYgRTR�mQRNm¬õ#ñ�GáG�
QV'BjEHYÔVFe�R VXCXBDY�UWiÛRNCFR�mÔmgB�V'B

dRTV �fRNRTYáV'Bjs�BjY�m�CXRNB_mQRTCoVFegR^CXRNM�RNEZî_RNm�UFEZs_Y�BjK>e�B_U/VXG 
)R^BDY�BjKHïpqTR�m¬õdñ�G CXR�VXCFEHRTî_R!VFe�R
\^GQmQE���R�m�ð�EHKZKHRTC#M�GQmQR�VFegR 
���õ �(#/ð 	oq�UFEZs_Y�BjK_e�BDU	VFG 
)R�mQRTVFR�M5VFR�m¬õ�ñÎegEhU�MNBjY�UFEZ\�ígKHï 
)R
mQGDYgR 
pïJL�UFEZYgs^BjY 
��gõ ��#Öð 	/q×RTYpî_RTKHGDí)R?mQRTVFRNM�VFG_CÎBjVfVXegRSBjY�VFRNYgY�B^Bj\�ígKHE���RNCfG_LQVFí�LQVNõ
ñ	GÚCXR�VXCFEHRTî_RSVFegR^ðáBjYdM'egRNUcVFRNCoM�GQmQR^UcRNY_VoiÛCFG_\,VXegR!V'BjsÚEZVoEhUoYgR�M�R�UFUXBjCXïJVFG�mQR�VXRNM�VoVFe�R
'�& '/] 	oq�KHG_B_mS\^GQmQL�KHBjVFEHGDY�õ�k�CXRTîpEZG_L�U�R��QídRNCFEH\�RTY�VXU�UcegG ��RNm � # �yONVFe�BjV	VFe�EHU>MTBDY�
dR�mQGDY�R

�ïÚVFLgYgEHYgs�VXegR �%egGDKHR�UcïQUcVFRN\ VFG�G_YgRSGji>VFegR!UFEHmgR�` 
�BjY�m�U�
��Qõ $Öð 	/qSGDC 
�&�õ &^ð 	/qDõ
n%M5VFLdBjKHKZï_O �fR!MTGDY�UFEHmgRTCÎVFe�R�L�UFBDsDRSGjilB^k�[	[ � � BjY�m�B^iÛCFR ��LgRTY�MTïÚ\�E �QRNCoBDU%UFegG �%Y

EZY�ó�EHs�õ�$põ#ñÎegR�BDmQî�BjY�V'BjsDR Gji/VXegEHU^UFR�VFL�í"EhUÖBDY�R��pVFRNY�UFEZG_Y�Gji%VXegR1G_ídRNCXBjVFEHYgsáC'BjYgs_R

dR�MTBjLdUcR

)GjVFe	OQVFegR�L�ígídRNCoBjYdmÚVXegR�KZG ��RTC%UFEHmgR�` 
�BjY�m�UTOgBDCFRSmQR�VXRNM�VFRNm�õ

Amplifier

13,56 Mhz
Detector

Mixer

PLL
13,56MHz

Reader to e-passport
(Modified-Miller-Code)

e-passport to
(Manchester-Code)

Reader

Antenna
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\^EHqTEHYgs BDY�VFRTY�Y�B�BjY�m�BD\^í�KZE���RTC/VFegR�MTGD\�\�L�YgEHMNB�VXEZG_Y MNBjY�
)R!RNB_UcEHKZï1\�GDYgEZVFG_CFR�mÚiÛCXGD\
B
mgEHUcVXBDY�M�R�GDi

2
\�R�VXCFR�U�L�UcEHYgsÔBjY BDY_VXRTYgYdB VXLgYgR�m G_Y G_YgRáUFEHmQRT` 
dBjY�m¬õ �
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VFe�BjV 
pïÚG_íQVFEH\�EZqNEZY�sÖVXegR�UcRTVFLgí	OgL�UFEZYgs�B^k�[	[�`yðáE �QRTC/rpRTVFLgí	O�mQEhUWV'BjY�MTRNUÎLgí1VFGJUFRTîDRNCXBDK
\^RTVFCXRNU%MNBjY 
dR�CXRNB_M'egRNm¬õ
n/YgGDVFegRNC/CFR�M�RNY_V ��GDCX]�
pï�	?BjY�M']_R ��
�! ��ígC'BDM�VFEhMTBDKZKHï1mQRN\�GDY�UcVFC'B�VXRNm VFe�BjV/VFegR!V �fGD`

��B�ï�M�GD\�\ÖLgYgEhMTB�VXEZG_Y�
dRTV �fRNRTY VFe�R!CFR�BDmQRNCoBjYdm�VXBjsÚMNBjY 
)R!EHY_VXRTC'M�RNíQVFR�m�iÛCFG_\ &J\�R�`
VFCXRNUNõTógLgCFVFe�RTC�O���
�! �_UcVXBjVFR�UªVFe�BjV�E�V�EHU	îDRTCXï%iÛR�BDUFE�
gKHR#VFedB�V�VXegEHU	mQEHUcVXBDY�M�R�MNBjY

)R�EZYdM�CXRNBDUFRNm�O
RDõ s�õHO �%E�VXe BDígígKHEHMNB�VXEZG_Y�UFídR�M�E��dM�BjY�VXRTYgY�B_UÎBjY�m�\�GDCXR�M�GD\�ígKHR���UcEHsDY�BDKªígCFGQMTRNUXUcEHYgs�õ

� � � ����� � *�è	�
�	-dä�è
IfCFïpíQV'BjY�BDKZïQUFEHU	Gjig\�GQmQRTCXY�M�CXïpíQVFG_sDC'Bjíge�EHM�BDKZs_GDCXE�VXeg\JU�e�B_U�
)RTRNYÖBoUFL�

�WR�M5V#GjigCXRNUFRNBDCXM'e
iÛGDC	\JBDY�ï×ïDR�BjC'UTõNð�L�M'e�R �ªGDCFV	e�B_U�
)RTRNY!ígLQV#EZY�VXG 
gCXRNBj]pEHYgs/M�EHígegRNCXU 
pï×mQE �ªRTCXRTY�V>MTCFïpíQVF`
BjY�BDKZï�VFEhMJ\�R�VXegGQmgU�BDY�mÔmQEhUWVXCFE 
gLQVXRNm�UFRNBDCXM'eÔBDKZs_GDCXE�VXeg\JUTõ	n,M�GD\�\�GDY�M'edBjC'BDM5VXRTCXEHUcVFEhM
Gji�\JBjYpï�mQEHUcVFCXE 
gLQVFR�mÚM�CXïpíQVXBDY�BjKHï�VFEhMTBDK�BjKHsDG_CFEZVFeg\JU�EHU�egEZs_eÚí�BDCXBDKZKHRTKHEHUF\ õ_n ��B�ïÖGji�EH\Ö`
ígKZRN\�RTY�VFEHYgs�UcLdM'e
BDKZs_GDCXE�VXeg\JUoEhU×VFG í)RTCFiÛGDCX\�VFegR�CXR���LgEHCFR�máG_ídRNCXBjVFEHGDY�U 
pïá\�RNBDY�U×Gji
e�BjC'm �ÎBjCXRf\�GQmQLgKHRNUNOjegG ��RTî_RTC�OjB�V�CXRNBDUFGDYdB�
gKHR�MTG_UcVXUNõjòÎBDUFEHMNBjKHKZï_O�iÛGDClVXegR/ígLgCXí)G_UFR�GDi�UcRT`
M�LgCXE�VWï VFegR!MTGD\�ígLQV'B�VXEZG_Y�R1�)G_CcV/GDi�M�CXï�ígVXBjYdBjKHïpUFEhU�UFegG_LgKHm 
)R!egEHsDe�O�RDõ s�õHOgEZY VXegR�GDC'mQRNC
Gji

280
G_ídRNCXBjVFEHGDY�UNõ

nôUFGji V �ÎBjCXR�Bjí�ígCFG�BDM'e�GDifmQEhUWVXCFE 
gLQVXRNm
M�GD\�ígLgVFEHYgs �%EZVFeàKZGpG�UcRNKZï�M�G_LgígKHRNm ígCFGQMTRNUc`
UcG_CXUoEHU?GDYgRÖídG�UFUFE 
gKZRÖEZ\�ígKHRT\�RNY_V'B�VXEZG_Y M'egGDEhM�R!iÛGDCSBjY ðáa#ñ%A M�C'BDM']_RTC�õ�ógG_CoEHY�UcVXBjYdM�RDO
VFegRorpìfñ ���?egGD\�RÎígCXG �WRNM�V � �����QEHU 
dBDUFRNmÖGDY^L�UcEHYgs×VFe�R%EHmQKHR/M�ïQMTKZR�U�GDidVXegR%epLgsDR�YpLg\ 
)RTC
Gji	M�G_\�ígLQVFRNCXUfM�G_YgYgRNM�VFR�mJîpEHB!VFegR��bY_VXRTCXYgR�V�õ�ñÎe�RoCXRNUFLgK�V'U�GDi¬VFegEhUÎBjígígCXG_B_M'e�e�B�îDR 
)RTRNY
�_L�E�VXR UFL�MNM�RNUXUciÛLgKÎiÛGDCÚUFRTKHRNM�VFRNm ígCXG�
gKHRT\JU��%egEhM'e�BDCFR�YgGDV�îpEhB�
gKHR��%E�VXe�VFegR�M�G_\�ígLQVc`
EZYgs í)G �fRNC��%EZVFe�EZYÔB�UcEHYgsDKHR�GDCXs_BDYgEZq�B�VXEZG_Y�õ��?UcEHYgs�mQEhUWVXCFE 
gLQVXRNm
M�GD\�ígLgVFEHYgs�O¬egG ��RTî_RTC�O
CFR �_L�EZCXRNU/VFegR�M�G_CFCXRNUFídG_Y�mQEHYgsÚEHYQiÛC'BDUcVFCXL�M5VXLgCFR�VFG�UcG_KZî_R!VFe�RÖLgYdmQRTCXKZïpEHYgs í�CFG 
gKZRN\ O)BDY�m
VFCXL�UWV/EHY1VFegR!MTGD\�ígLQVXEZYgsJY�GpmgRNUNõ
rpídR�M�EhBjKZ`�í�LgCFí)G_UFRÚe�BDCXm���BDCFR�EhUÖBDY"BjKZVFRNCFY�BjVFEHîDR M'e�GDEhM�RDO�RNUFídR�M�EhBjKHKZï3B�V^R��Qe�BDL�UWVXEZî_R

]DRTï�UFRNBDCXM'e iÛG_CoVXegRJA?BjVXBÚì�Y�M�CXïpíQVFEHGDY3r�VXBDY�mgBjC'm �¶Aoìfr 	 ��
&� ��õªn 
gCFLgVFR�`�iÛGDC'M�R^B�VFVXBDM']
Gji#VFegEhU%VWïpí)R!EhU/\�GDCXRSVFe�BDY V �fGJG_CXmgRTC'U%Gjil\JBjs_YgE�VXL�mQRSi¸B_UWVXRTC �%e�RTY�EH\^í�KZRN\^RNY�VFRNm G_Y
ó�EHRTKhm�k�CXGDsDC'Bj\�\JB�
�KZR-�SB�VXR!n/CXCXB�ïQU
�¸ó>k �Sn 	�VFedBjY�EHY UFGji V �ÎBjCXR×GDY sDRNYgRTC'BjK¬ígL�CFí)G_UFR
M�GD\�ígLgVFRTC'U%B�V/R ��LgEZî�BDKZRNY_V/MTG_UcVXU�� )Dõ��yi>í)RTCFiÛGDCX\JBjY�MTR?EhUÎVXegR�\�G_UcV/EZ\�í)GDCFVXBjY�V/M�CXEZVFRTCXEHGDY
iÛGDC�BDYÚðáa#ñ%A MTCXB_M']DRTC�O�BjYÚn×r �FI mQRNUFEZs_YJEHU�VFegRo\^RTVFegGQmJGDiªM'e�GDEhM�RDõ�n�mQC'B�� 
�BDM']�\�B�ï

dR^VFe�R^e�EZs_e YgG_Y CXRNM�G�î_RTCXEZY�sJRTYgs_EZYgRNRTCXEZY�s�MTG_UcVXUNõ 	oG �fRNîDRTC�O �%E�VXeáVFe�R^CXRNMTRTY�V�BDmQî_RTY�V
Gji#KZG �Î`bM�G�UWV/ó>k �Sn i¸BD\^EHKHEZR�U �%E�VXe�\�L�M'e KHGDs_EHMSCXRNUFGDLgC'M�R�UTO�VXegRTï1ígCFG�îpEhmQR�B�ígCXGD\�EHUFEHYgs
BjKZVFRTCXY�BjVFEHîDR?VFGpGDK¬iÛG_CÎVFegR�e�EZs_e�MTGD\�ígLQV'B�VFEHGDYdBjK¬R �ªGDCFV%CFR ��LgEZCXRNm iÛGDC/MTCFïpíQV'BjY�BDKZï�VXEHMSBjíg`
ígKZEhMTBjVFEHGDY�UNõ��bY"BDmgmgE�VXEZG_YÔVFG VFegR M�G�UWVÖB_mQî�BjY�VXBDsDRÚG�î_RTC!kÎI�` 
�B_UcR�mÔ\JBDM'egEHYgR�UTO#UcLdM'e�B
\�B_M'egEHYgR�e�B_U%VXegRÖB_mQî�BjY�VXBDsDR!G�î_RTCon×r �FI�` 
dBDUFRNmámQR�UcEHsDYdU%VFedB�V?EZV�MTBjY 
)R^L�UcR�m VFG1B�Vc`
VXBDM']�î�BjCXEHGDL�U�mQE �)RNCFRNY_V%M�CXïpíQVFG�UcïQUcVFRN\�U �%EZVFegG_LQVfVXegRSYgRTR�mJVXGÖCXR�
gL�EZKhm B�YgR�� \�B_M'egEHYgR
RNBDM'e1VFEH\�RDõ
ógGDC^GDL�CÖígL�CFí)G_UFRNU��fR�\JBj]_R L�UFR1GDiSI �?k¬noI �×òÎn �on�O �%egEHM'e EHU�BDY"GDígVFEH\^EHqTR�m

e�BjC'm �ÎBjCXRoBjC'M'egEZVFRNM�VFLgCXR%iÛG_C 
�CFR�Bj]pEZY�s�M�GQmQR�UTõQñÎegRSBjC'M'egEZVFRNM�VFLgC'BjK)M�G_Y�M�RNíQVÎBDY�mJVXegR×CFRT`
BjKHEZq�B�VFEHGDY�Gji�I �?k¬noI �×òÎn �on�O�M�G_Y�UFEHUcVFEHYgs^GjilB�
dBDM']pígKhBjYgR_O ��!�ó>k �Sn A��Wðáð-\^GQmp`
LgKZR�UTOgBDY�m B�MTGDY�VFCXGDKHKZRNCfMNBjC'm MTBDY 
)R×iÛGDLgYdm EHY���
�����õQó�GDC�VFegRSL�UFR�BDUÎB^ðáa#ñ%A M�C'BDM']_RTC
! 2 Øfw/���'~�xW�Áu�~_�5Â��Á~ .���% 0¸�¬��wb��~_Ç�ÆÁ�ÖÃ¬Þ>zÎØ���x×���Xu�wyx?uN����� /��_vWu�Ï �'�DvbvW�'~�x/�!�TvWÑ��Fx É vW�Á�'��Ð
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